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SAP BusinessObjects : https://launchpad.support.sap.com/#/notes/3129956


SAP Global coverage : https://gist.github.com/SwitHak/b66db3a06c2955a9cb71a8718970c592#gistcomment-3994039


SAS : https://support.sas.com/content/support/en/security-bulletins/remote-code-execution-vulnerability-cve-2021-44228.html


SASSAFRAS : https://www.sassafras.com/log4j-vulnerability-cve-2021-44228/


Savignano software solutions : https://savignano.atlassian.net/wiki/spaces/SNOTIFY/blog/2021/12/13/2839740417/No+Log4j+Vulnerability+in+S+Notify


ScaleComputing : https://community.scalecomputing.com/s/article/Apache-Log4j-Vulnerability


ScaleFusion MobileLock Pro : https://help.mobilock.in/article/t9sx43yg44-scalefusion-security-advisory-for-apache-log-4-j-vulnerability-cve-2021-44228


Scalingo : https://scalingo.com/blog/cve-2021-44228-log4shell


Schneider Electric : https://download.schneider-electric.com/files?p_Doc_Ref=SESB-2021-347-01


SCM Manager : https://scm-manager.org/blog/posts/2021-12-13-log4shell/


ScreenBeam : https://customersupport.screenbeam.com/hc/en-us/articles/4416468085389-December-2021-Security-Alert-Log4j-CVE-2021-44228


SDL worldServer : https://gateway.sdl.com/apex/communityknowledge?articleName=000017707


Seafile : https://forum.seafile.com/t/urgent-zero-day-exploit-in-log4j/15575


Seagull Scientific : https://support.seagullscientific.com/hc/en-us/articles/4415794235543-Apache-Log4Shell-Vulnerability


SecurePoint : https://www.securepoint.de/news/details/sicherheitsluecke-log4j-securepoint-loesungen-nicht-betroffen.html


Security Onion : https://blog.securityonion.net/2021/12/security-onion-2390-20211210-hotfix-now.html


Seeburger : https://servicedesk.seeburger.de/portal/en-US/Knowledge/Article/?defId=101040&id=25486312&COMMAND=Open


SentinelOne : https://www.sentinelone.com/blog/cve-2021-44228-staying-secure-apache-log4j-vulnerability/


Sentry : https://blog.sentry.io/2021/12/15/sentrys-response-to-log4j-vulnerability-cve-2021-44228


SEP : https://support.sep.de/otrs/public.pl?Action=PublicFAQZoom;ItemID=132


Server Eye : https://www.server-eye.de/blog/sicherheitsluecke-log4j-server-eye-systeme-sind-nicht-betroffen/


ServiceNow : https://support.servicenow.com/kb?id=kb_article_view&sysparm_article=KB1000959


Sesam Info : https://twitter.com/sesam_info/status/1469711992122486791
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Sitecore : https://support.sitecore.com/kb?id=kb_article_view&sysparm_article=KB1001391
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StarWind : https://www.starwindsoftware.com/security/apache_log4j/
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SumoLogic : https://help.sumologic.com/Release-Notes/Collector-Release-Notes#december-11-2021-19-361-12


Superna EYEGLASS : https://manuals.supernaeyeglass.com/project-technical-advisories-all-products/HTML/technical-advisories.html#h2__1912345025


Suprema Inc : https://www.supremainc.com/en/
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Sysdig : https://sysdig.com/blog/cve-critical-vulnerability-log4j/
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Teamviewer : https://www.teamviewer.com/en/trust-center/security-bulletins/hotfix-log4j2-issue/


TechSmith : https://support.techsmith.com/hc/en-us/articles/4416620527885?input_string=log4j
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Thales : https://supportportal.thalesgroup.com/csm?id=kb_article_view&sys_kb_id=02863d13db544110f0e3220805961914&sysparm_article=KB0025287
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ThreatLocker : https://threatlocker.kb.help/log4j-vulnerability/


Threema UNOFICIAL : https://gist.github.com/SwitHak/b66db3a06c2955a9cb71a8718970c592#gistcomment-3993316
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Tricentis Tosca : https://support-hub.tricentis.com/open?number=NEW0001148&id=post


Tripwire : https://www.tripwire.com/log4j
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Tufin : https://portal.tufin.com/articles/SecurityAdvisories/Apache-Log4Shell-Vulnerability-12-12-2021


TYPO3 : https://typo3.org/article/typo3-psa-2021-004
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Ubuntu : https://ubuntu.com/security/CVE-2021-44228
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Unify ATOS : https://networks.unify.com/security/advisories/OBSO-2112-01.pdf


UniFlow : https://www.uniflow.global/en/security/security-and-maintenance/


Unimus : https://forum.unimus.net/viewtopic.php?f=7&t=1390#top


USSIGNAL MSP : https://ussignal.com/blog/apache-log4j-vulnerability
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VArmour : https://support.varmour.com/hc/en-us/articles/4416396248717-Log4j2-Emergency-Configuration-Change-for-Critical-Auth-Free-Code-Execution-in-Logging-Utility


Varonis : https://help.varonis.com/s/article/Apache-Log4j-Zero-Day-Vulnerability-CVE-2021-44228


Varnish Software : https://docs.varnish-software.com/security/CVE-2021-44228-45046/


Veeam : https://www.veeam.com/kb4254


Vector : https://www.vector.com/cl/en/support-downloads/security-advisories/log4j/#c248921


VLC : https://www.videolan.org/news.html#news-2021-12-15


Venafi : https://support.venafi.com/hc/en-us/articles/4416213022733-Log4j-Zero-Day-Vulnerability-notice


Vendavo : https://www.vendavo.com/all/latest-vendavo-response-to-log4shell-vulnerability/


Veritas NetBackup : https://www.veritas.com/content/support/en_US/article.100052070


Vertica : https://forum.vertica.com/discussion/242512/vertica-security-bulletin-a-potential-vulnerability-has-been-identified-apache-log4j-library-used


Vertiv : https://gist.github.com/SwitHak/b66db3a06c2955a9cb71a8718970c592#gistcomment-3996968


VertX : https://vertx.io/blog/CVE-2021-44228/


Vespa ENGINE : https://github.com/vespa-engine/blog/blob/f281ce4399ed3e97b4fed32fcc36f9ba4b17b1e2/_posts/2021-12-10-log4j-vulnerability.md


Vigilant Software (CyberComply : https://gist.github.com/SwitHak/b66db3a06c2955a9cb71a8718970c592#gistcomment-3997784


VIPRE : https://labs.vipre.com/security-advisory-vipres-analysis-of-critical-log4j-vulnerability/


Viso Trust : https://blog.visotrust.com/viso-trust-statement-re-cve-2021-44228-log4j-a4b9b5767492


VisualSVN : https://www.visualsvn.com/company/news/visualsvn-products-are-not-affected-by-CVE-2021-44228


VMware : https://www.vmware.com/security/advisories/VMSA-2021-0028.html


VTScada : https://www.vtscada.com/vtscada-unaffected-by-log4j/
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Wallarm : https://lab.wallarm.com/cve-2021-44228-mitigation-update/


WAPT : https://www.reddit.com/r/WAPT/comments/rg38o9/wapt_is_not_affected_by_the_cve202144228_flaw/


Wasp Barcode technologies : https://support.waspbarcode.com/kb/articles/assetcloud-inventorycloud-are-they-affected-by-the-java-exploit-log4j-no


Watcher : https://twitter.com/felix_hrn/status/1470387338001977344


WatchGuard / Secplicity / https://www.secplicity.org/2021/12/10/critical-rce-vulnerability-in-log4js/


Western Digital : https://www.westerndigital.com/support/product-security/wdc-21016-apache-log4j-2-remote-code-execution-vulnerability-analysis


WildFlyAS : https://twitter.com/WildFlyAS/status/1469362190536818688


WindRiver : https://support2.windriver.com/index.php?page=security-notices&on=view&id=7191


WireShark : https://gitlab.com/wireshark/wireshark/-/issues/17783


Wistia : https://status.wistia.com/incidents/jtg0dfl5l224


WitFoo : https://www.witfoo.com/blog/emergency-update-for-cve-2021-44228-log4j/


Wodby Cloud : https://twitter.com/wodbycloud/status/1470125735914450950


VoiceThread : https://twitter.com/voicethread/status/1470498119540514821


WordPress : https://wordpress.org/support/topic/is-the-log4j-vulnerability-an-issue/


Workday : https://blog.workday.com/en-us/2021/workday-response-on-log4j.html


Worksphere : https://www.worksphere.com/product/security-update-on-log4j-cve-2021-44228


World Programming WPS analytics : https://gist.github.com/SwitHak/b66db3a06c2955a9cb71a8718970c592#gistcomment-3995649


Wowza : https://www.wowza.com/docs/known-issues-with-wowza-streaming-engine#log4j2-cve


WSO2 : wso2/security-tools#169
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XCP-ng : https://xcp-ng.org/forum/topic/5315/log4j-vulnerability-impact


XenForo : https://xenforo.com/community/threads/psa-potential-security-vulnerability-in-elasticsearch-5-via-apache-log4j-log4shell.201145/


Xerox : https://security.business.xerox.com/wp-content/uploads/2021/12/Xerox-Special-Bulletin-Regarding-CVE-2021-44228.pdf


Xilinx : https://support.xilinx.com/s/article/76957?language=en_US


Xmind : https://support.xmind.net/hc/en-us/community/posts/4412509904537


XPertDoc : https://kb.xpertdoc.com/pages/viewpage.action?pageId=87622727


XPLG : https://www.xplg.com/log4j-vulnerability-exploit-log4shell-xplg-secure/


Xray connector plugin : jenkinsci/xray-connector-plugin#53


XWIKI : https://forum.xwiki.org/t/log4j-cve-2021-44228-log4shell-zero-day-vulnerability/9557
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Yandex-Cloud : https://github.com/yandex-cloud/docs/blob/6ff6c676787756e7dd6101c53b051e4cd04b3e85/ru/overview/security-bulletins/index.md#10122021--cve-2021-44228--%D1%83%D0%B4%D0%B0%D0%BB%D0%B5%D0%BD%D0%BD%D0%BE%D0%B5-%D0%B2%D1%8B%D0%BF%D0%BE%D0%BB%D0%BD%D0%B5%D0%BD%D0%B8%D0%B5-%D0%BA%D0%BE%D0%B4%D0%B0-log4shell-apache-log4j


Yellowbrick : https://support.yellowbrick.com/hc/en-us/articles/4412586575379-Security-Advisory-Yellowbrick-is-NOT-Affected-by-the-Log4Shell-Vulnerability


YellowFin : https://community.yellowfinbi.com/announcement/notice-critical-vulnerability-in-log4j2


YSoft SAFEQ : https://www.ysoft.com/getattachment/Products/Security/Standards-Compliance/text/Information-Security-Policy-Statement/YSOFT-SAFEQ-LOG4J-VULNERABILITY-PRODUCT-UPDATE-WORKAROUND-1.pdf
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Zabbix : https://blog.zabbix.com/zabbix-not-affected-by-the-log4j-exploit/17873/


ZAMMAD : https://community.zammad.org/t/cve-2021-44228-elasticsearch-users-be-aware/8256


Zaproxy : https://www.zaproxy.org/blog/2021-12-10-zap-and-log4shell/


Zebra : https://www.zebra.com/us/en/support-downloads/lifeguard-security/cve-2021-442280-dubbed-log4shell-or-logjam-vulnerability.html


Zellis : https://gist.github.com/SwitHak/b66db3a06c2955a9cb71a8718970c592#gistcomment-3995461


Zendesk : https://support.zendesk.com/hc/en-us/articles/4413583476122


Zenoss : https://support.zenoss.com/hc/en-us


Zerto : https://help.zerto.com/kb/000004822


Zesty : https://www.zesty.io/mindshare/company-announcements/log4j-exploit/


Zimbra : https://bugzilla.zimbra.com/show_bug.cgi?id=109428


ZPE systems Inc : https://support.zpesystems.com/portal/en/kb/articles/is-nodegrid-os-and-zpe-cloud-affected-by-cve-2021-44228-apache-log4j


Zoom : https://community.zoom.com/t5/Community-Help-Center/Zoom-security-exposure/m-p/28109/highlight/true#M2059


ZoomInfo : https://engineering.zoominfo.com/zoominfo-update-on-apache-log4j-vulnerability


Zowe : zowe/community#1381


ZSCALER : https://www.zscaler.fr/blogs/security-research/security-advisory-log4j-0-day-remote-code-execution-vulnerability-cve-2021


Zyxel : https://www.zyxel.com/support/Zyxel_security_advisory_for_Apache_Log4j_RCE_vulnerability.shtml
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      @raffisweb CGM Medical itself has been targeted by a ransomware attack, and some systems are offline now: https://www.cgm.com/
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      Hi SwitHak,

minor Issue: Keypass --> Keepass

Thanks for your big effort helping the whole community.
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      posting for a friend:

Teradici:

https://support.hp.com/us-en/document/ish_5268006-5268030-16

    

  
  




        
      
  
    
  
  

  

  
    
    

    Sorry, something went wrong.
  





    



  

  
    
      
    

    
        
  
    
        
    
    

  


      
          
    
            Copy link

      
    
  


  
      

      

      

  


  
    

      

      
          ScyberSocii
  

      

      

      commented 


        Dec 21, 2021


      
  •

  
    
      
        
          edited
          
        
        
    

      

    
    
      
        
  
  

      
    
  


    


  




        
  
    
      Possible typos - Palisade is one 's'; Philips - one 'l'; thanks for all the work you've put into this
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https://www.netbraintech.com/official-fix-for-log4j2-critical-vulnerability-cve-2021-44228
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      IBM Tivoli Storage Manager (formerly Spectrum Protect) is affected, see https://www.ibm.com/support/pages/ibm-spectrum-protect-downloads-latest-fix-packs-and-interim-fixes
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https://community.snowsoftware.com/s/article/Vulnerability-in-Log4j-CVE-2021-45105
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      Zapier - https://community.zapier.com/general-questions-3/log4j-vulnerability-and-zapier-13150
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      Altium - https://www.altium.com/trust-faqs/log4shell-vulnerability
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      Weblate is not affected: WeblateOrg/weblate#6972 (comment)
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      Apache Solr - https://solr.apache.org/security.html
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      Wildix, not affected : https://confluence.wildix.com/display/DOC/2021/12/15/Wildix%27s+response+to+the+reported+Log4j+vulnerability
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      QUIPSY® - https://www.quipsy.de/sicherheit#log4shell
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      FreeRADIUS is unaffected: https://freeradius.org/security/
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      CATIA: https://docs.nomagic.com/plugins/servlet/mobile?contentId=85764682#content/view/85764682
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      Overview of dSPACE Products https://www.dspace.com/de/gmb/home/support/kb/dskpr/log4j-vulnerability.cfm
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      Resources from here as well: https://www.educatedautomation.com/
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      Opkey - https://opkey.com/
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      Data Acquisition System - https://www.tmcs.in/daq-services/
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      Los servidores VPS Barato de https://www.incservers.es/ no están afectados.
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      I found it worth reading. I just want to ask you to write more Bracelet
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      This thread is getting spammy. It should be closed.
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      Unfortunately the original author is not active on GH or on Twitter 😭. There is "unsubscribe" in the mail that GH sends, so it's easy to turn it off .
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